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1. Heap 1 3a1a4m U3yYeHUS TUCHMIIIMHBI

enp u3ydeHHs TUCHUILTUHBI — ()OPMHPOBAHUE CIIOCOOHOCTH OPTaHHM30BBIBATH OE30MACHYIO
paboTy Ha TEpCOHAIBLHOM KOMIBIOTEPE U B  KOMIIBIOTEPHOM CETH, MPOTHBOCTOSATH
WHPOPMAIIMOHHBIM ~ yTpO3aM, BKJIIOYAsh TEXHHYECKHE, TEXHOJOTHUECKHE, TMCHXOJOTHUECKHE,
COIIMAJIbHBIC.

3aaun AUCIUTUINHBL

- (¢opmupoBaHMe 3HaHM B O0JACTH POCCHUHCKOTO MPAaBOBOIO  PEryJIHPOBAHUS
nH(pOpMaMOHHOM 0€301MacHOCTH;

- BBIpa0OTKAa TMpEACTaBIEHUH O crocobax oOecredeHus 3alluThl KOMIbIOTEpa U
MPOTHBOCTOSIHUM METOJIaM COLIMATbHOIN WHKCHEPHH;

- OCBOCHHE MPOTPaMMHBIX CPEICTB oOecredeHuss HWH(POPMAIMOHHON O0€30MacHOCTH IpH
paboTe Ha MepCOHATLHOM KOMITBIOTEPE U B KOMITBIOTEPHOM CETH, BKIIOYast (JOPMHPOBAHUE YMEHUH
apryMEHTHPOBAHHOTO BBHIOOPAa M CaMOCTOSITEILHONH YCTaHOBKH COOTBETCTBYIOLIETO HMPOTPAMMHOTO
obOecIeveHus;

- 0030p KpunTorpaguuECKux METOA0B MM(PPOBAHUS JAHHBIX;

- BbIpa0OTKa YMEHHI pa3pabaThiBaTh M PEATU30BBIBATH IOJUTHKY WH(POPMAIIMOHHOM
0€30MacHOCTH Ha MPeIIpUsITHH;

- (opMHpOBaHHE CITOCOOHOCTEH MO MPOTHBOICHCTBUIO MOIICHHHYECKUM JCUCTBUSIM B CETH
WHTEepHeT 1 BeieHUs MPOCBETHTEIHCKON paOOTHI B 3TOM HAIPaBJICHUU.

2. Mecto nucuumiunsl B ctpykrype OIIOIT BO

Hucuumnunaa b1.5.09 «OcHoBel mHGOpManmoHHON 0€30MacHOCTH B MPO(eCcCHOHATHLHOM
JESATEILHOCTH» OTHOCHTCS K 0230BOM YacTH y4eOHOTO IIaHa.

JlucuuiuinHa u3ydaercs Ha 4 Kkypce, B 8 cemecTpe.

JUia n3ydeHust TUCUUIUIMHBI Tpedyetcs: i 0CBOGHUS JUCHUILIMHBL CTYIEHThl UCIIOJIb3YIOT
3HaHUs, YMEHUS, HABBIKHU, CIIOCOOBI 1€ATEIbHOCTH M YCTAHOBKH, ITOJIyY€HHbIE U C(POPMUPOBAHHBIE B
Xoze n3ydeHus nuciumine «MHadopMaTika 1 nHOpMAIMOHHBIE TEXHOJIOTUH B IPO(ECCHOHATBHOM
NESITeTbHOCTH.

Wzyuennto  guctummuabsl - b1.6.09  «OcHoBel  mHpOpMannoHHOH  Oe30macHOCTH B
poeCCHOHATILHOM 1eATEIbHOCTHY MPEALIECTBYET OCBOGHUE JUCUUIUIMH (MIPAKTHK):

b1.5.08 MWudopmatnka ¥ uHOOPMAIMOHHBIE TEXHOJOTHH B  MPOPECCHOHATBHON
NesITebHOCTH.

OcBoenne mucumumHabl  B1.65.09  «OcHOBBI  mH(OpManmoHHOW  O€30MacHOCTH B
npoEeCCUOHATLHON  JIeITENbHOCTH» SIBISETCS HEOOXOAMMOM OCHOBOM JJsi TOCIEIYIOLIEro
W3YYEHHUS] TUCLUIUINH (TPAKTHK):

b2.5.02(IT) IlpakTuka 1O TOJYyYEHUIO NPOPECCHOHATBHBIX YMEHMH M OmbITa
MpoeCCUOHAIBHON e TEIHHOCTH.

Obnacte npodeccCHOHATBHOM JEATENBHOCTH, Ha KOTOPYIO OpPHUEHTHPYET JAUCLUILINHA
«OcHOBBI HH(OpPMALIMOHHOW 0€30MacCHOCTH B MPO(EecCHOHANBHON JEeSTENbHOCTH», BKIIOYAET:
MEXKYJIbTYPHYIO KOMMYHHMKAIlMIO B c(epax MeXKrocylapCTBEHHBIX OTHOILICHHMH, oOecreueHHs
000pOHBI U 6€30MaCHOCTH FOCYIapCTBa, 3AKOHHOCTH U TIPABOTIOPSIKA.

OcBoeHMe TUCHMITIMHBI TOTOBUT K paboTe cO CIEAYIOIUMHU 00beKTaMu MpoQecCHOoHaTbHOM
NeSITEeIbHOCTHU:

- nHopManus, nepeaBaeMast B poecce MeXKyIbTYpHOH KOMMYHHUKAIIUU;

- HHOCTPAHHBIE 3bIKU U KYJIbTYPHI;

- TEOpHUS U3Y4a€MbIX HHOCTPAHHBIX SI3bIKOB U MIEPEBO/IA;

- CIOCO0BI, METO/BI, CPEACTBA, BUBI U NMPHEMbI MEXKKYJIbTYpHOH KOMMYHUKALMU B chepax
MEXTOCYJapCTBEHHBIX OTHOIIEHUH, obecrieyeHUs OOOpOHbI W 0€30macHOCTH TOCYIapcTBa,
3aKOHHOCTH U ITPaBOIIOPSJIKA;

- MH(POPMAIIMOHHO-aHATUTHYECKAsl, PEAAKTOPCKas W OpraHU3allMOHHAs JIeATENbHOCTh B
o0J1acTH nepeBoa.

B npouiecce nzydeHus IMCHUIUIMHBI CTYAEHT TOTOBUTCS K BHJIaM MPO(ecCHOHATBHOM 1eATeNbHOCTH
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U pelIeHUI0 MpodecCHoHaNbHbIX 3a1a4, npeaxycMoTpeHHbIX @T'OC BO 1 yueOHbIM II1aHOM.

3. TpeOoBaHus K pe3yJIibTATAM OCBOCHHSI JUCHUNIHHBI

[Ipouecc n3yueHus: AUCUUILIMHBI HAIIPaBiieH HAa GOPMUPOBAHUE KOMIIETEHIUH.

BhimyckHUK J0DKeH o0safaTh CleIyIOUMMH O0IEenpoecCHOHATbHBIME KOMITETCHIUAMHI
(OIIK):

OIIK-1  cnocoOHOCTBIO  paboTaTh C  pa3iMYHBIMH  UCTOYHMKaMU  WHQOpMAIUH,
MH(OPMALIMOHHBIMU pecypcaMi U TEXHOJIOTUSAMHM, OCYILECTBJIATH MOUCK, XpaHEHHe, 00paboTKy U
aHanu3 MHGOpPMAIMKM W3 PA3HBIX HMCTOYHHKOB M 0a3 JaHHBIX, NPEACTaBIATH €€ B TpedyemMoM
dbopMate ¢ UCHOIb30BaHUEM HH(POPMAIIMOHHBIX, KOMIBIOTEPHBIX U CETEBBIX TEXHOJOTHIl, BIAJCTh
CTaHJAPTHBIMH METOJaMH KOMIIBIOTEPHOTO HabOpa TEKCTa M €ro pelIaKTUPOBAaHHUS HAa PYCCKOM U
MHOCTPAHHOM SI3bIKE.

OIIK-2 cmocoOGHOCTRIO COOMOAaTh B MPO(ECCHOHANBHONW AEATENbHOCTH TpeOOBaHUS
MIPABOBBIX AKTOB B 00JIacTU MHGOPMAIIMOHHON 0€30MaCHOCTH, 3alIUThl TOCYIaPCTBEHHON TallHbI U
MHOU MH(POPMAIIUU OTPAaHUYCHHOTO JIOCTYIIA, 00€CIeYnBaTh COOIIOACHNE PEKUMa CEKPETHOCTH.

OIIK-5 cmocoOHOCThIO  CaMOCTOSITEIBHO — OCYIIECTBIATH TOHMCK  MPOdeCcCHOHATBHOM
nH(OpPMALIUY B TIEYATHBIX M AIEKTPOHHBIX UCTOYHHUKAX, BKIIIOYAs! SJIEKTPOHHBIE 0a3bl JaHHBIX.

4. O0beM TUCHMIIMHBI M BUJIbI Y4e0HOH padoThl

Bcero | Bocemoit
Bu yuebHol paboThl 4acoB ceMecTp
KonrakTHas paGora (Bcero) o4 o4
Jlexumn 18 18
[TpakTHueckue 36 36
CamocTosiTesibHas padora (Bcero) 54 54
Bu/ibl NPOMEKYTOUYHOM aTTECTAMH
3auer +
O01asi TPYA0EMKOCTh YaChl 108 108
O01as1 TPYA10€MKOCTh 3a4eTHbIE eTHHUIIbI 3 3

5. Conep:xaHue IMCHUTLIMHBI

5.1. Conep:xanue MoayJied TUCHUTIINHBI

Mopnyas 1. OcHoBbI HHPOPMALHOHHYIO 0€30MIACHOCTD:

O6mue Bonpocs! nH(popMannoHHON Oe3onacHocTH. Teopust ”HPOpMAIIMOHHOM Oe30MacHOCTH
U ee OCHOBHbIE HampaBieHHs. BuIbl BO3MOXKHBIX HapyIIeHUH HWH(POPMALMOHHON 0e30MacHOCTH.
[IpyurHbl BO3HUKHOBEHHS] MH(POPMAIIMOHHBIX YIPO3 M MEpPbI 3alUThl OT HUX. MeXIyHapoIHbIe
cTaHAapThl MH(popMaloHHOro obmeHa. IloHsTHe MHpOpMannMoHHONW yrpo3sl. WH(popmanmoHHas
0€301acHOCTh B yCIOBUAX (PyHKIIMOHHpOBaHMs B Poccuu riiobanbHBIX ceTeil. Buabl mpoTUBHUKOB
WIN «HapywmuTenein». HopMaTuBHbIE PYKOBOASIINE TOKYMEHTHI, KACAIOIIUECS TOCYAAPCTBEHHOU
TaliHbl, HOPMATHUBHO-CIIPABOYHBIE JOKYMEHTHI. 3akoH 00 mHpopmanuu. CyneOHbIe MPELeeHTh U
OTBETCTBEHHOCTh 3a HapylleHue 3akoHa. Konuenuus wundopManuoHHOH Oe3omacHocTH PO.
Nudopmannonnas 0€30MacHOCTb JINYHOCTH, oO11ecTBa, rocyzapcraa.
Teopuss mHpOpManMOHHON O€30MacHOCTH M €€ OCHOBHBIE HampaBieHus. Beaymue mnoioxeHus
Teopun HUH(POPMALMOHHONM O€30MacHOCT B 00JacTH HMH(POPMAIMOHHBIX cucteM. Moaenu
0e30macHOCTM M HX TNpuMeHeHue. TakcoHOMus HapymeHH HH(OpMarMOHHONW O0e30MacHOCTH
BBIUHCIIUTENBHON CHCTEMBI U IPUYUHBI, 00YCIaBIUBAIOLINE UX CYIIIECTBOBAHUE.

Buasl BO3MOXHBIX HapymeHu uHpopMaiuoHHON Oe3onmacHocTd. HechopMupoBaHHOCTD
MH(OPMALIMOHHON KYJIBTYpHI Mojb3oBaTenell. Xakepckue atakd. DoS- u DDoS-ataku. CereBoit
LIITUOHAX (cHu¢puHr, HIOKEPHI). OKCIJIOUTHI.
[IpyunHBl  BO3HUKHOBEHMsS] HMH()OPMALMOHHBIX  yrpo3. AHanmu3 crnoco0OB  HapylIeHUS
uHpOpPMALMOHHOM  Oe3omacHOCTH. Vcmonp30BaHME —3AILMIIEHHBIX KOMIBIOTEPHBIX  CHCTEM.
Ha3znauenne u 3amaum B cdepe oOecnedeHuss HWHOpP-MaMOHHOW O€30MacHOCTH Ha YpPOBHE
rocy1apcraa.
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Wudopmanronssie pecypcsl o nHGOPMAMOHHOHN O6e30macHOCTH. [IpaBoBbIe BONPOCHI, CBSI3aHHbIE
¢ uHpopMalMOHHON Oe3omacHOCTbiO. HopmaTuBHBIE pYKOBOIAIIME IOKYMEHTHI, Kacarouiuecs
rOCyJ1apCTBEHHOM TalHbI.

Mopnyasb 2. CoBpeMeHHbIE TeXHOJI0TMH HH(POPMaLIMOHHO 0€30I1aCHOCTH:

Ha3nauenne u 3agaunm  oOecrneueHMs HMH(OPMALMOHHONW O€30MacHOCTM Ha  ypOBHE
rocynapcrBa. IloHatne o Buaax BUpPYCOB. AHTHBHpPYCHas 3allMTa KOMIIbIOTEpa. TexXHoorus
MOCTPOCHMsI 3alMIIEHHBIX HH(pOpMalMOHHbIX cucteM. Kpunrtorpagus kak Hayka. MeToabl
IICUXOJIOTMYECKOr0 BO3ACUCTBUA Ha mosb3oBarens cetd VMHrepHer. IloHATHE O BHIax BUPYCOB.
AHTHBHpYCHas 3amuTa KomimbioTepa. Knaccugukanus koMibploTepHbBIX BHpycoB. Kiaccuueckue
KOMIIbIOTEpHBIE BUpYyChl. DailnoBbie BUpychl. MakpoBupychl. TposiHckue koHu. PyTkutel. CeTeBble
yepBu. [IporpammHuble cpencTBa Juisd 00eceueH st aHTUBUPYCHOM 3alllUThl KOMIIbIOTEpA.

TexHonmoruu  TOCTPOCHHMS  3alIUIIEHHBIX  WH(POPMAIM-OHHBIX  CHCTeM.  MecTo
MH(GOPMALMOHHOM 0€30MaCHOCTH 3KOHOMUYECKUX CHUCTEM B HALIMOHAJIBHOMN 0€3-0IaCHOCTH CTPaHBbI.
Pucku 1 neHHOCTHh HH(OpMAIIHH.

Kpunrorpadus xak Hayka. Meronsl kpunrorpaduu. AJropUuTMBbl U CTaHIAPThl IIHUPPOBAHHUS.
CuMMeTpHYHOE M aCHMMETPUYHOE MU(ppOBaHHE. DICKTPOHHAs HU(ppoBas moanuch. COBpeMEHHBIE
TEXHOJIOTUU ayTeHTU(UKALUY.
Bomnpocel opranmszanuu uHpOpManuoHHOKW Oe3omacHOCTH Tpu pabore ¢ HHGOPMAIMOHHBIMU
pecypcamu u cepBucamu cetd MHTepHeT. MeTOAapl INCHXOJIOTMYECKOTO BO3JCHCTBUS Ha
nosib3oBarens cetu Mutepuer. CounanbHas HHXXEHEPHSL.

AHTHBHpYCHBIE IpPOrpaMMHBIE CpeACcTBa O(GHUCHOIO U JOMAIIHEro Ha3HAueHUs i
obecrieueHus nHpopMaoHHOK Oe3omacHocT. [lapombhas 3ammra. IlporpaMmel mmdppoBaHHS
JAHHBIX

ConuanbHasi HHKEHEPUS U €€ METOJIbI.

ONEeKTpOHHAs BaJlIOTa

CoumanpHble ceTH Kak uHpopmannonHas yrpo3a. Jletm wu HWuartepner. [lomutuka
MH(GOPMALMOHHOM 0€30M1aCHOCTH U €€ OpraHM3aLus B JIOKAJIbHON CeTH

5.2. Copep:xanue qucuumiannbl: Jlekuuu (18 4.)

Moayas 1. OcHoBbI HHpOPMAIMOHHYIO 0€30NACHOCTD (8 4.)

Tema 1. OGmiue Borpockl UHPOPMALIMOHHOM 6e30macHOCTH (2 4.)

Nudopmanmonnas ©6e30macHOCTh Kak HayyHas oOjacTh. HampaBnenuss obecreueHus
MH(GOPMALMOHHOM 6€30MaCHOCTH B COBPEMEHHBIX YCIOBUSX.

Tewma 2. Teopus nHpopMaloOHHON OE30MACHOCTH U €€ OCHOBHBIE HampaBieHus (2 4.)

Teopernueckue Bonpockl opranu3anuy nHpopMannoHHoi 6e3onacHoctu. [1yTtn opranuzanuu
MH(OPMaLIMOHHON 6E€30MaCHOCTH Ha MPEIIPUSTHN.

Tema 3. Buyibl BO3MOXKHBIX HapyIIeHUH HH(OpMamoHHON O6e30nacHoCTH (2 4.)

Nudopmanonnas yrpo3a. VYpoBHH HapylleHUs HMHQOPMAIMOHHOW  O€30MacHOCTH:
anmapaTHblid, IPOrPaMMHBIH, YeJIOBEUECKUI (GakTop.

Tewma 4. [IpuunHbI BOSHUKHOBEHUS! HHPOPMAILIMOHHBIX YTPO3 U MEPHI 3aMTHI OT HUX (2 4.)

Wudpopmannonnas yrposa. Bunel wnHpopmanuoHHbIX yrpo3. CrocoObl 3amuTsl  OT
MH(OPMALIMOHHBIX YTPO3.

Moayas 2. CoBpeMeHHbIE TEXHOJI0TMH HHPOPMAIIMOHHOM Oe3omacHocTH (10 4.)

Tema 5. Hasnauenue u 3agaun obecrieueHus] MH(OPMALMOHHONW O€30MacCHOCTHM Ha YpOBHE
rocynapcTna (2 4.)
lNocynapcrBenHas 3amuta HHGOpMaIUH.
3aKOHBI, peryiupylomue odecrnedyeHne THPOPMALMOHHON 6e3011acCHOCTH Ha YPOBHE rOCy1apCTBa.
OTBETCTBEHHOCTH 3a HAPYIIEHHE 3aKOHOB.

Tema 6. [TonsTHE 0 BUJaX BUPYCOB. AHTUBHPYCHAS 3alUTa KOMIbloTepa (2 4.)

KomnerotepHsie Bupyc: onpezeneHue, npupoaa BOSHUKHOBEHHUS.

Crioco0bI nonaiaHusi BUPYCOB B KOMITBIOTEPHYIO CHCTEMY.
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Krnaccudukanus BUpycos.

CrniocoObl 3a1UThl OT BUPYCOB

Tema 7. TexHonOrUs NOCTPOCHUS 3ALTUIIEHHBIX HHPOPMALMOHHBIX cUCTEM (2 4.)

TexHoMOTHS ONIpeIeNIeHUs IMTyTel OpraHUu3aliK AU Tl HH()OPMAITMOHHOW CUCTEMBI.

OT60p mporpaMMHBIX CPEACTB JJIsi OpTraHU3aI[uH 3alTUTHI.

AyTeHTH(DUKAITAN TTOJIH30BATEIICH.

Pacnpenenenne npaB B ”HPOPMALIMOHHOM CUCTEME.

Tema 8. Kpunrorpadus kak Hayka (2 49.)

Kpunrorpadus u ee mecro B obecriedueHUN WHPOPMALMOHHON 0E30MaCHOCTU MPEATIPUATHUS.
Crnoco06s1 mudpoBanus AaHHbIX. [IporpaMMel 1715 MPOBKU U pacIMPpPOBKU JaHHBIX.

Tema 9. IlporpaMMHBIE CpelCTBa KOMIIBIOTEpPA MO OOHAPYKEHUIO HECAHKIIMOHHPOBAHHOTO
BTOPIKEHUS U 3aIlIUTE OT BTOpkKEHUS (2 4.)

[Icuxomornveckoe BO3JCHCTBUS Ha MOJIB30BaTeNsl Kak MH(opMamoHHas yrposa. CrocoObl
Boszxeiicteus. [Icuxomornyeckoe Bosneiictere. CriocoOBl 3alUThI OT BO3IEHCTBUS.

5.3. Conep:xxanue nucuuminnbi: [lpakrtuyeckne (36 4.)

Mopayas 1. OcHoBbl HH(pOpMaHOHHYIO Oe30nacHOCTSH (18 41.)

Tewma 1. UndopmanimonHsie pecypchl 1o HHGOPMAITMOHHONW 0€30MacHOCTH (2 4.)

OO6mme Bompockl wuH(pOpManuoHHOW Oe3zomacHocTH. WH(pOpMaMOHHBIE pPECcypchl IO
nH(pOpPMaMOHHOM 06€30MMaCHOCTH.

Tewma 2. [IpaBoBbIE BONPOCHI, CBSI3aHHBIE ¢ HH(DOPMAITMOHHOM 0€30MacHOCTHIO (2 4.)

IIpaBoBOE peryiaupoBaHue B 06JacTi UHPOPMALMOHHOM 6€30M1aCHOCTH.

3aKOHBI O MIPECTYIUICHUSAX B chepe NHPOPMAIIMOHHBIX TEXHOJIOTHA.

ABtopckoe npaBo. [1yTu gokazarenbcTBa aBTOPCTBA.

Tema 3. [IpaBoBbIe BOIPOCHI, CBA3aHHbBIE C UH(POPMALIMOHHON 6€3011acHOCThIO (2 4.)

WuTennekryanbHas coOCTBEHHOCTh. CIIOCOOBI 3aIIUThl MHTEIIEKTYaIbHOM COOCTBEHHOCTH.

JIunensuonnoe MIPOrpaMMHOE obecrnieueHue.
KomnbroTepHoe nupaTcTBO U 3aKOHOAATENNbHAs OTBETCTBEHHOCTD 3 HETO.

Tema 4. HopmaTuBHbBIE TOKYMEHTHI, KacarolllMecs rocy1apcTBEHHON TaliHbI (2 4.)

I'ocynapcrBeHHas TaiiHa. OTBETCTBEHHOCTb 3a pa3rilallieHUue rocyJapCTBEHHON TalHBI.

CocrosiHre 3akoHOoaTenbcTBa PO B 001acTH COXpaHEHUS TOCYAaPCTBEHHOM TalHBI.

[TprMepbl HapyIlIEHUs TOCY1apCTBEHHON TalHBI.

Tema 5. IlporpammHble H amnmapaTHbIE CpPEICTBA, CBA3aHHBIE C Yrpo30d oOecreyeHus
nH(pOpMaIMOHHOM Ge30macHoCTH (2 4.)

HecankunoHMpoBaHHBIA [OCTYN K ammapaTHbIM CpeACTBaM KOMIIbIOTEpPA M CpEACTBa
orpaHudeHus jgocryma. Bsmom oskpanHoi 3actaBku Windows u mapons BIOS. CnocoGsl
MIPEeIOTBPALEHHS B3JI0Ma. B371oM onepannoHHONW CUCTEMBbI MOCPEICTBOM HOCUTENEH MH(pOpMaLUu.
Crnoco6br 3ammurtel. Orpanuyenue npoctyna Kk USB-nakomutensm. Pasrpanudenue npoctymna B
JOKAJIbHBIX CeTAX. B37noM ydeTHbIX 3amMced moJsib3oBaTene JiokanbHOM ceTH. CrocoObl
IIPEIOTBPALLEHUS B3JIOMA.

Tema 6. DoS- u DDoS-aTaku kak HHCTPYMEHT OIpaHUYEHHUs JI0CTYIa K CETEBOMY pecypcey (2
q.)

Texnonorus nposeaenus DoS- u DDoS-arak (nmepenanpasiieHue Tpauka, HaBsI3bIBaHHE
JUTMHHOM CETeBOM MACKH).

Cnioco0s1 npenorBpatienust DoS- u DDoS-arak. [TaccuBHas 1 akTHBHas 000pOHA MPH 3allUTe
cepBepa OT aTak.

[TporpamMHBbIe cpeacTBa U HH(POPMAITMOHHBIE pecypchl JuIst oTpaxeHuss DoS- u DDoS-atak.

Tema 7. KoMmnekcHas 3amuTa ceTeBOro KOMIbOTepa 0T MH()OPMAaLMOHHBIX YTpo3 (2 4.)

[Ipobnembl BbIOOpa 3aIIMTHOrO MporpaMMHOro obecrnedeHus. CalTel ¢ OecIUIaTHBIM
MIPOrpaMMHBIM 00€CTIeYeHUEM IO 3aLIUTE KOMITBIOTEpPA.

XaKHMHT ¥ aHTUXAKUHT. XaKepCKNUE TEXHOJIOTHH.
O0630p IpOrpaMMHBIX CPEICTB JUIS 3aIIUTH OOBEKTOB ONEPAIMOHHON CUCTEMBI.
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Tema 8. bpanamaysp Kak ammaparHO€ M IPOrpaMMHOE CPENCTBO OTPaHUYEHHUs JOCTYyNa K
nHpopmanuu (2 4.)

Bpannmaysp (MexcereBoil skpaH, firewall) u ero HazHaueHue. TeXHOJIOTUS OTPaXKEHUS aTaK
OpannmMayspoM. Hactpoiika BctpoerHoro Opanamayspa Windows.

XapaKkTepUCTUKU CHEIHATH3UPOBAHHBIX OpanamayspoB. Kputepuu orbGopa Opanmmay’poB
IUIs1 IPAKTUYECKOT0 UCIOJIb30BaHMUA.

Tema 9. IlporpammHbIe CpeACTBa KOMIbIOTEpa MO OOHAPY)KEHUIO HECAHKIIMOHHUPOBAHHOTO
BTOP>KEHUS U 3alUTE OT BTOP>KeHUs (2 4.)

[IpoakTUBHBIE CUCTEMBI 3AILUTHI KOMIIBIOTEPA.

CucTteMbl KOHTPOJIS LIEIOCTHOCTH JIaHHBIX.

Bopb6a ¢ moTeHIMaaIbHO ONAaCHBIMH ITPOrpPaMMaMHU.

Monayasb 2. CoBpeMeHHbIE TEXHOJ0TUN HH(OpMAIUOHHOH Oe3omacHocTH (18 41.)

Tema 10. AHTUBUpPYCHBIC TPOTPAMMHBIE CPEICTBA O(UCHOTO U JOMAIITHETO Ha3HadYeHus (2 4.)

BpenonocHoe mnporpamMmmHOe oOecredeHHe W IyTH €ro IOHaJaHuss B KOMIIBIOTEp
I10JIb30BATEI.

KomnbroTepHas pexiiama Kak HHCTPYMEHT 3apa)KeHHs KOMIIboTepa. PyTKUTEI.

KitaBuarypHsie LITTUOHBI (xemorreps).
@OyHKIMOHAIbHBIE BO3MOXXHOCTH aHTUBUPYCHBIX IPOTPaMMHBIX CPEJCTB.

OmnuaifH aHTUBUPYCHI

SMS-010KepBl U METOIBI OOPHOBI C HUMH.

Tewma 11. Ilaponphas 3ammura (2 4.)

[Taposp Kak cpencTBO OrpaHMYEHMs JOocTyna K pecypcy. TpebGoBaHus K BbIOOpY HapoJs.
XpaHuTenu naposiei.

[TporpamMel BoccTanoBiieHUs (B3710Ma) naposiei. bpyrdope

Tema 12. ConmanbHas HHXKEHEpPUs U €€ METO/bI (2 4.)

O030p METOJI0B COLUANIBHON HHXEHEPUH.

MeTo1bl 1 METOAMKHU IICUXOJOTUYECKOT0 BO3JACHCTBUS HA JIMYHOCTh (YHUBEPCAJIBHBIN CEaHC
CBSI3U, COOOIIEHHE O IPOBEPKE IOYThl, COOOLICHHE OT MMEHH aJMUHMCTPAaTopa, KBUTAHLHUSA O
JOCTaBKe, OOJMYEHUE U Jp.). AHTPONOr€HHbIE MHCTPYMEHThI 3alUThl OT METOJIOB COLMAIbHOMN
WH)XEeHepuu (IpUBJIEUEHHE K BOIpocaM O€30IacHOCTH, W3yuyeHHEe U BHEApPEHHE HEOOXOIUMBIX
METOOB U JICHCTBUIA JJIs TIOBBIIICHUS 3alIUTHl HHPOPMAIIMOHHOTO 00ECIICYEHUS).

OOparHas conuaibHasi UHXEHEPHsL.

Tema 13. ConmanbHas HHXKEHEpUs U ee MEeTObI (2 4.)

@apMHHI Kak MHCTPYMEHT CKpPBITOrO I€peHaNpaBlieHUs Ha TOAJIENbHbIE CaMThI.
OUIIMHT ¥ BUIIMHT KaK MHCTPYMEHT IOJIyue€HUs KOH(QUISHIHAIbHON  HHQOpMAaIUH.
MomennunyectBo B lIHTEpHETE.

[TpaBuiia nmoBeneHus moisib3oBareneil B cetn MHTepHeT mpu pabore ¢ MHPOPMAMOHHBIMU
pecypcami.

Tema 14. IIporpammsl mndpoBaHust TaHHBIX (2 4.)

HIudppoBaHre [TaHHBIX W €ro Ha3HaueHHe. AJTOPUTMBI M CTAaHAAPTH IIHU(POBAHUS.
ApxuBupoBaHue (PailyIoB ¢ MapoiaeM KaKk HHCTPYMEHT 3allluThl OT HECAHKIIMOHUPOBAHHOTO

JOCTyHa.
Kpunrorpadus u ee METO/bI muppoBaHus HUH(pOpMaLIUH.
BoccranoBnenne — gaHHbIX.  ['pamoTHoe — ymaneHue ~— MHpOpPMAalMM € KOMIBbIOTEpa.

Criennanu3upoBaHHbIE IPOrPaMMHBIE CPEICTBA MO YAAJIEHUIO.

Tema 15. DnextponHas Bamtora (2 4.)

DneKTpoHHas HaJIMYHOCTb. 0O630p IJIATEXKHBIX OHJIANH-CUCTEM.
OmnacHoctu npu paboTe ¢ IEKTPOHHON HATMYHOCTBIO.

[IpoGieMbl 37EKTPOHHOM OIIATHI.

CriocoOs1 3apaboTka B IHTEepHeTE.

Tema 16. ConnanbHble ceTy Kak MHpOpMalroHHas yrpo3a (2 4.)

ComnmanbHass  ceTh ~ Kak  HMHCTpYMEHT  cOopa  MHQOpMaLuMUM O  TpaXkJaHUHE.
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WHunmupyemble W HE HMHHULIMHUPYEMBIE II0JIb30BATENEM YIpO3bl B  COLMAIbHBIX  CETAX.
Mepsb! 3a1UTHI OT HHGOPMAIIMOHHBIX YTPO3 B COIIUAIBHOM CETH.

Tema 17. @unbTpanus ceTeBoro KOHTeHTa (2 4.)

Komnbrorepasie mnporpammel  ¢punsTpauuu OT HHPOpManMOHHBIX yrpo3 HuTepHerta.
Crnioco0b1 punbTpanms qaHHbIX. [IporpaMMbl KOHTEHTHOH (PUIBTpPALHH.

Tewma 18. [Tonmutrka nHGOpMAITMOHHONM 0€30MACHOCTH U €€ OpraHu3aIus B JJIOKAILHOHN ceTH (2
9.)

Hactpoiika 6e30macHOCTH rpynnoBoii paboThl ¢ HHGOPMAIMOHHBIMU PECYpCaMu B JIOKaJIbHON
cetu. JlokanpHas MoJMTHKA 0€301MaCHOCTH. ABTOPHU3ALIMS U €€ 3aJa4u.

Hacrpoiika aynura ceTeBbIX pecypcoB.

Pabora ¢ ’xypHaioMm 06e301acHOCTH.

3amuTa JOKaJIbHOM CETH OT B3JIOMA.

Cuu¢¢umr.

6. IlepeyeHb Y4eOHO-METOAMYECKOTO o0ecHeYeHHUs] ISl CAMOCTOSITEIbLHOH pPadoThI
o0y4aromuxcs Mo JMCHUILIHHE (MOY110)

6.1 Bonipochl 1 3aJaHus JJIS CAMOCTOSAITEILHOH padoThI

Bocbmoii cemectp (54 4.)

Moayab 1. OcHoBbI HHGPOPMANMOHHYIO 0€30MACHOCTD (27 4.)

Buna CPC: *Beinonnenue HHIUBUIYATbHBIX 3aJaHUN

[ToarotroBka cUTyallMOHHBIX 3a7a4 0 UH()OPMALIMOHHON 0€30MaCHOCTH Ha OCHOBAHUU CTaTeH
COOTBETCTBYIOIIMX 3aKOHOB U HOPMATHBHBIX akTOB P®D. Bo3M0OXHBIE pa3aebl:

Pasnen «<KABTOPCKOE ITPABO»

I[KPOu. IV:

Cratba 1255. ABTOpCcKuUE MpaBa

Cratps 1256. [leficTBUME HCKIIIOUMTENBHOIO MpaBa Ha MPOU3BEACHUSI HAYKH, JUTEPATyphl U
HCKyccTBa Ha TeppuTopun Poccuiickoin @enepannu

Cratbs 1265. IIpaBo aBTOpPCTBA U [TpaBO aBTOpPa HA UM

Cratpa 1266. [IpaBo Ha HENMPUKOCHOBEHHOCTh MPOM3BEICHUS U 3alllUTa MPOU3BEACHUS OT
HCKaKCHUI

Crarps 1267. OxpaHa aBTOpCTBAa, UMEHU aBTOpa W HENPUKOCHOBEHHOCTHU MPOU3BEACHUS
II0CJIe CMEPTHU aBTOpa

Cratpa 1270. UckmrounTenbHOE MPaBO HA IPOU3BEICHUE

Crates 1274. CBOOOJHOE HCIIOJIB30BAHME IPOU3BEAEHHS B HMH(DOPMALMOHHBIX, HAYyYHBIX,
y4eOHBIX WM KYJIbTYPHBIX HESIX

Cratpss  1286. JIMIIEH3HMOHHBIM JIOTOBOp O MPEJOCTAaBICHUM IpaBa HCIOJIb30BaHUS
IIPOU3BENCHUS

Cratbs 1286.1. OTkppITast JUILEH3US HA MCIOJIb30BAaHUE MPOU3BENECHUS HAYKH, JIUTEPATyphbl
WJIU UCKYCCTBA

Cratbs 1290. OTBETCTBEHHOCTH 110 JOTOBOPAM, 3aKJIFOUaEMbIM aBTOPOM IPOU3BEICHUS

Cratbs 1295. Cny:xebHOE pou3BeIeHe

Cratbs 1296. IlponsBenenus, co3qaHHbIE IO 3aKa3y

Cratbs 1297. IlpousBenieHusl, CO3/1aHHBIE IPH BBIIOJIHEHUH paboT MO JJOTOBOPY

Cratbs 1299. Texnuueckue cpeicTBa 3allUThl aBTOPCKUX MPaB

Crartbs 1301. OTBETCTBEHHOCTH 32 HAPYLIEHUE UCKIIOUNTEIBLHOTO IIpaBa Ha MPOU3BEACHUE

Cratps 1302. Obecrnieuenue ucka o Jieinam 0 HapyleHUU aBTOPCKUX MpaB

YK P®:

Crarbs 146. HapyuieHne aBTOPCKUX U CMEXKHBIX IIPaB

Crates 147. Hapymenue n300peTaTebcKiX U MAaTeHTHBIX TIPaB

KoAIl PO:

Crates 7.12. HapynieHne aBTOPCKUX ¥ CMEKHBIX TPaB, M300peTaTeNIbCKUX U MATEHTHBIX TPaB

O3 PO «O6 aBTOPCKOM MpaBe U CMEKHBIX MTpaBax»:

Cratbst 17. IlpaBo pmocTyma K TPOU3BEACHHUSIM H300pa3UTENbHOIO HCKyccTBa. IIpaBo
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CJIEJOBaHMS

Crarps 26. BocmpousBeieHue NpPOW3BEACHUS B JIMYHBIX IEIAX O€3 corjiacus aBTopa C
BBIIUIATOM aBTOPCKOT'O BO3HATPAKICHUS

Crarps 39. Hcnonb3oBanue (GOHOTpaMMBI, OIMYOJIMKOBAaHHONW B KOMMEPUYECKHX IEJsiX, 0e3
COTJIaCHsI TPOU3BOAUTEINS (POHOTPAMMBI U UCTIOTTHUTEIIS

Crarps 48. HapymieHne aBTOPCKMX M CMEXHBIX MpaB. KoHTpadakTHBIE HK3EMIUISAPHI
pou3BeACHUS U (POHOTpaMMBbI

Cratbs 49. I'pask1aHCKO-TIpaBOBBIE CIIOCOOBI 3aIIUTHI ABTOPCKOTO MPaBa U CMEKHBIX MIPaB

Paznen «<MHTEJUIEKTY AJIBHASL COBCTBEHHOCTDb»

'K PO:

Cratpst 1246. T'ocymapcTBEHHOE pEryJupOBaHHE OTHOIICHHH B cdepe HHTEIUICKTYaIbHOM
COOCTBEHHOCTHU

YK P®

Crartps 159.6. MomeHHHYeCTBO B chepe KOMIBIOTEpHON HH(pOpMaIuu

Pazzen «[IPECTYIIIEHUS B COEPE KOMITBIOTEPHON MH®OPMAILINN»

YK P®

Cratpst 272. HenpaBoMepHBIil 1OCTYI K KOMITBIOTEPHOH HH(OpMaIiu

Crates 273. Co3naHue, UCIOIb30BAaHUE U PACHPOCTPAHEHUE BPEIOHOCHBIX KOMITBIOTEPHBIX
IIporpaMm

Cratess 274. Hapymienue mnpaBuil SKCIUTyaTalldd CPEACTB XpaHeHUs, 00paboTku wWin
nepeaayn KOMIBIOTEPHOW HHPOpMAaUK U HH)OPMAITMOHHO-TEIEKOMMYHUKAIIMOHHBIX CeTeH

Pazzen «[IPECTYIIJIEHUS IIPOTUB I'OCYJIAPCTBEHHOM BJIACTU»

3axoH P® «O rocynapcTBeHHOU TaliHE»

Cratps 5. [lepeueHs cBeICHUIA, COCTABISIONINX FOCYIaPCTBEHHYIO TallHY

Cratess 16. B3aumnas nepenadya CBEACHHUH, COCTAaBISIIOIIMX TOCYAApCTBEHHYIO TaliHy,
OpraHaMiy roCy1apCTBEHHOW BIACTH, MPEANPUITUIMHU, YIPESKICHUSIMHU U OpraHU3alusIMu

Crates 19. 3amura cBeIeHUI, COCTaBISIOIUX T'OCYJAapCTBEHHYIO TaiiHy, NP W3MEHEHUU
GbyHKIMI CyObEKTOB MTPaBOOTHOILIECHHIHA

Cratbs 21. Jlonmyck AOMKHOCTHBIX JIMI] U TPaKJIaH K TOCY/IapCTBEHHOW TaliHe

Cratps 21.1. OcoOblii MOpsAI0OK AOMYyCKa K TOCYJapCTBEHHOM TaiiHe

Crarbst 22. OcHOBaHMS IJisi OTKa3za JOJDKHOCTHOMY JIMILY WJIM TPaXJTaHUHY B JOMYCKE K
rocy/1IapCTBEHHOH TaiiHe

Crates 24. OrpaHuyeHusl IpaB AOKHOCTHOIO JMIA WIM TpakKJaHUHA, TOMYIIEHHBIX HIIH
paHee JOIMYCKaBIINXCS K TOCYJapCTBEHHOM TaliHe

Cratbst 26. OTBETCTBEHHOCTh 3a HapyllleHHWe 3aKoHonarenscTBa Poccuiickoit denepanuu o
roCyAapCTBEHHOW TaliHe

YK P®:

Cratps 283. Pasrnamenue rocyjapcTBEHHOM TaliHBI

Cratbs 275. 'ocynapcTBeHHast U3MEHA

Crarbs 276. llInnonax
KoAIl PO®:

Cratess  7.31. Hapymenue mnopsaka BeJEHHS peecTpa KOHTPAKTOB, 3aKIFOYEHHBIX
3aKa3yMKaMH, peecTpa KOHTPAKTOB, COJAEPIKAILLEro CBEICHMS, COCTABIISIONIME TOCYAapCTBEHHYIO
TaliHy, peecTpa HeT0OPOCOBECTHBIX MOCTABIIMKOB (OAPSAIYUKOB, UCIIOTHUTEIEH)

Anroput™m pa3paboTKH 3a/1a4u:

1. BeIOpaTh ¥ U3y4UTh CTAThIO U3 HOPMATUBHOTO AKTa.

2. Ilpoananu3upoBaTh MaTepHualbl calToOB, Harmpumep, http://itsec.ru, Ha IpeaMeT HaKa3aHUs
3a HapyleHus B cepe HHPOPMAIIMOHHONW O€30MaCHOCTH.

3. Pa3paboraTh CUTYallMOHHYIO 337jauyy U MPUBECTH €€ PElIeHUE C YKa3aHUEeM HOPMAaTHUBHBIX
aKTOB, Ha KOTOpBIE OCYLIECTBIISAIACH OIOPA.

[Ipumep 3anaum:

I'paxxnanuH MBaHOB cO31a1 aHTUBUPYCHOE IIPOIPaMMHOE CPEACTBO oA HazBaHueM «EFVIvy
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U 3apeructpupoBan Ha Hero cou mpasa. 20.09.2017 3ToT rpakJaHuUH 3aKIHOYMI JIOTOBOP C
kommanuei «Saransk-1T» u mepenan cBowm WMyIIECTBEHHBIC IpaBa Ha PACIPOCTPAHEHHE CBOETO
MPOrPaMMHOTO MPOIYKTa CPOKOM Ha oAuH roA. [locie 3akmoueHus: qoropopa kommnanus «Saransk-
IT» mepenponmana mns pacmpoctpaneHuss Bepcuro nporpammbl «EFVIvy apyroit kommanuu 06e3
BEJIOMA aBTOPA.

WmeeT 1 MecTO B JaHHOW CUTYallMU HapyllIeHUE aBTOPCKOTO MpaBa rpaxaannHa MiBanosa?

Pemenue.

Cornacuo Crateu 1270 I'K PO:

ABTOpY IPOU3BEICHUS WM HHOMY ITPABOOOIAAATEII0 MPUHAIICKHUT UCKITIOUUTEIBHOE MTPABO
WCIIOJIb30BaTh IMPOU3BEJCHUE B COOTBETCTBUM cO cTaThed 1229 wnacrosmero Kopaekca B mo0oi
dopMe U JOOBIM HE TMPOTHBOPEYANIUM 3aKOHY CIIOCOOOM (MCKIIOYHTENBHOE TMpPaBoO Ha
MPOM3BEICHNE), B TOM 4YHCIE CHoco0aMu, yKa3aHHbBIMM B IIYHKTE€ 2 HACTOSIIEH CTaThH.
[IpaBooOnagaTesb MOXKET PACHOPSKATHCSA UCKITIOUUTEIILHBIM ITPAaBOM Ha MPOU3BEACHUE.

2. Hcnonb3oBaHMeM  MpPOU3BEICHUS  HE3aBUCHUMO OT TOrO, COBEpUIAIOTCS  JIH
COOTBETCTBYIOIINE JCHCTBHUS B IEISIX HM3BJICUCHHUS NMPUOBUTH WM 0€3 TaKOW IeJM, CYUTACTCS, B
YaCTHOCTH:

2) pacnpocTpaHeHUE MPOU3BEACHUS IMyTEM MPOJaXH UM UHOTO OTUYXKIACHHUSI €r0 OpUTrrHalia
WM 9K3EMILISPOB;

Takum 006pa3om, B JaHHOM CIlyd4ae UMEET MECTO HapyIICHHE aBTOPCKOTrO MpaBa IpaKJaHWHA
HBanoga.

Bun CPC: *Pabora c 3/1€KTpOHHBIMH pecypcaMu M HH(OPMALMOHHBIMU CHCTEMaMU

[IpoxoxneHue oHnaliH Kypca:

"Texnonorun u mpoaykTel Microsoft B obecrneueHun uHGOPMAIMOHHON OE30MACHOCTH
http://www.intuit.ru/studies/courses/600/456/info.

Moay.as 2. CoBpeMeHHbIE TEXHOJIO0TMH HH(POPMALTMOHHOK Oe30macHOCTH (27 4.)

Buna CPC: *Beinonnenne nHIUBUIYAIbHBIX 3aJaHUN

CXEMA O®OPMIJIEHUA OIMMCAHUMA ITPUIJIOXKHEHU A

JJI1 OPTAHU3 AL

MH®OPMAIIMOHHOM BE3OITACHOCTU HA KOMITBIOTEPE

Oo6mue crenenus (20 6amioB)

Hazpanue npuiioxeHus:

[IpousBoauTens:

CaliT nmpou3BOANUTEIS:

HeoOxonuMocTh HHCTAIISAIUY (a/HET)

TpeboBanus K onepalnMoOHHON cUcTeMe U anmnapaTHeiM pecypcam [1K:

Oo6HoBNEHNE (PYYHOE/aBTOMATHUECKOE)

Tun npunoxenus (OecriaTHOe, yCI0OBHO-OECIIIIATHOE, JTUIIEH3MOHHOE)

@OyHKIIMOHATBHBIE BO3MOYKHOCTH:

Onucanne npunoxenus (35 6amioB)

CKpHHIIOT IPUIIOKEHUS

Onucanuie MyHKTOB MEHIO MPUIIOKEHHS

Hactpoiika npunoxxenus (45 6anioB)

Onucanrie HACTPONKU MPUIIOKEHUS HA paboTy

Onucanue »3TanoB pabOTBl C MNPWIOKEHHEM MO0 OOECleYeHu0 HHGOPMaMOH-HON
0€30MacCHOCTH Ha KOMIIBIOTEPE

Crucox npuoKeHU# A7 paCCMOTPEHUS

MeskceTeBbie SKpaHbI (CO BCTPOSHHBIM U 0€3 BCTPOCHHOTO aHTHUBUPYCA)

AVG Internet Security

ViPNet Personal Firewall

BitDefender Total Security

Norton Internet Security

n
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F-Secure Internet Security
Antiy GhostBusters

eScan Internet Security Suite
Agnitum Outpost Firewall Pro
Jetico Personal Firewall

Core Force
Privatefirewall

PC Tools Firewall Plus
HpOFpaMMbI HpoaKTHBHOﬁ 3allIUTHI 1 3allIUTHI OT INITHUOHCKUX HpOI‘paMM

WinPatrol
Ad-Aware

SUPERANtiSpyware

Spyware Doctor

AVZ

Windows Defender

Spybot - Search & Destroy

Spyware Terminator

HijackThis
Spy Sweeper

SpywareBlaster

CucteMbl 0OHapY)KEHUST BTOPIKEHUS

Anti-keylogger
Protector Plus

Mo>kHO BBIOpaTh CBOM IPOTPaMMHBIE CPEJICTBA, HE YKa3aHHbIC BBIIIE.
Bung CPC: *Pabora C 2JI€KTpOHHBIMH pecypcaMH W HH(OPMAIMOHHBIMH CHCTEMaMHU

[IpoxoxneHue oHlIaliH Kypca:

"OCHOBEI

nH(pOpMaITMOHHOM

0€e301acHOCTH

npu  pabore Ha  KommbroTepe"

http://www.intuit.ru/studies/courses/680/536/info

7. TemaTHKa KypcOBBIX pa0OT(IIPOEKTOB)

KypcoBbie paboThI (ITPOEKTHI) IO AUCHHUILTMHE HE MPEyCMOTPEHBI.
8. ®oH/ OLIEHOYHBIX CPECTB VISl IPOMEKYTOUHOM aTTeCTALNHU
8.1. KomneTenuuu u 3tanbl GopMupoBaHus

Konasr koMmIieTeHImM

Oransl popMHpOBaHUS

Kypc, dopma Monynu ( pa3zzenbl) IUCHUIUIAHBI
CEMECTP | KOHTPOJIS
OIIK-2 4 xypc, 3auer Monyis 1:
OcHOBBI HTHGOPMAITMOHHYIO 0€3011aCHOCTb.
Bocemon
cemMecTp
OIIK-1 OIIK-5 4 Kypc, 3auer Monyib 2:
CoBpeMeHHbIE TEXHOJIOTUU UH(POPMAIITMOHHON
Bocbmoit 0€30MaCHOCTH.
cemMecTp

Csenenust 00 MHBIX AUCHUUIUIMHAX, YYaCTBYIOUINX B (DOPMHUPOBAHUH JJAHHBIX KOMIIETEHLIUH:
Komnerennust OITK-1 opmupyercst B mpoiiecce U3ydeHus TUCIHUITIINH:
Undpopmatuka u HHPOPMAIMOHHBIE TEXHOJOTMM B NpOGEeCcCHOHAIbHOU JAESITeIbHOCTH,

HayLIHO-I/ICCJ'ICIlOBaTCJ'ILCKaﬂ

pa0ora,

OCHOBBI

nHPOpPMAIIMOHHON  0€30macHOCTH B

npodeccnoHanbHOM nesTenbHOCTH, [IpakTHKa MO MOJYyYEeHUIO0 MEPBUYHBIX MNPOPECCHOHATBHBIX
YMEHUH U HAaBBIKOB, B TOM YHCJIE IEPBUYHBIX YMEHHUM U HABBIKOB HAyYHO-UCCIIENIOBATEIbCKOU
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nesTenbHOCTH, [IpakTuka 1o moxydeHuto npoQecCHoHaNbHBIX YMEHHH U OIbITa MPO(ECCHOHATBHOM
JESTEIIBHOCTH.

Komnerennust OIIK-2 dhopmupyercst B mpoiiecce U3y4eHus TUCIHUILIIHH:

besonmacHocth  km3HenesTenbHOCTH, OCHOBBI HMH(POpPMAMOHHON  0€30MacHOCTH B
npodeCCHOHATBHON AesaTenbHOCTH, [IpaBoBbIE OCHOBBI JESTEIHLHOCTH MEpPEeBOAUYNKA, IIpakTuka mo
MOJIYYEHHUIO NEPBUUHBIX MPO(PECCHOHANBHBIX YMEHUN U HABBIKOB, B TOM YMCJIE NEPBUYHBIX YMEHHM
U  HaBbIKOB  HAy4YHO-HUCCIENOBATENIbCKOW  AesITenpbHOCTH, llpakTMka 1O  HOJy4YEHHIO
po¢eCCHOHATIBHBIX YMEHUH U OIbITa IPOPECCUOHATIBHOMN 1€ TEIbHOCTH.

Komnerennust OITK-5 opmupyercst B mporiecce U3ydeHus TUCIHUIIINH:

Nudpopmatuka ¥ MHPOPMALMOHHBIE TEXHOJIOIMH B HPOQECCHOHAIBHOM JEeSATEIbHOCTH,
Hayuno-uccnenoBarenbckas ~ pabora,  OcHOBbl ~ WH(GOpPMAIMOHHONH  O€30MAaCHOCTH B
npodecCHOHAIBHON JiesTeNbHOCTH, [IpakTuka MO MONyYeHHI0 MEePBUYHBIX IMPO(ECCHOHAIBHBIX
YMEHMM U HaBBIKOB, B TOM 4YHCJI€ NEPBUYHBIX YMEHMH M HaBBIKOB HAY4YHO-HCCIIEI0BATEIbCKON
nesTenbHOCTH, [IpakTuka 1o nonydeHuro npodeccuoHaNnbHbIX YMEHUH U ONbITa PO eCcCHOHATbHON
nesaTenbHoCcTH, [IpakTuueckuil Kype rnepeBoja BTOPOro MHOCTPAHHOIO sA3bIKa, IIpakTuueckuii Kypc
IepeBoJa NEpPBOr0 MHOCTPAHHOrO s3bika, [IpenmuruiomHas mpakTthka, Teopus MeEXKyIbTypHOU
KOMMYHMKAIUH.

8.2. [loka3aTeiu 1 KPpUTEPUHN OLIEHMBAHNSI KOMIIEeTEHUNH, IIKAJIbI OLlEHUBAHUSA

B pamkax wu3y4yaeMol JUCUMIUIMHBI CTYJEHT JI€MOHCTPUPYET YpPOBHU OBJaJCHUS
KOMIIETEHIUSMMU:

[1oBBIIIEHHBIN YPOBEHB:

3HA€T M TIOHUMAET TEOPETHYECKOE COACPKAHUE JUCLUUIUIMHBI, TBOPYECKU MCIIONIb3YET
pecypchl (TEXHOJIOTHH, CPENCTBA) JUIsl pelIeHUs NMPOo(ECCHOHATBHBIX 3a1ad; BIIAJICCT HaBBIKAMU
pELIEeHNs IPAKTUYECKUX 3aau.

ba30BbIi1 ypOBEHbB:

3HAaeT U MOHMMAET TEOPETHYECKOE COJEp)KaHUe; B JOCTATOYHOW CTENeHH C(HOPMHPOBAHBI
YMEHMsSI TMPUMEHSATh Ha MPAKTUKE W IMEPEHOCUTh M3 OJHOW Hay4yHOW oO0jacTh B JPYryro
TEOPETUYECKHE 3HAHMs; YMEHUS M HaBbIKM JEMOHCTPUPYIOTCS B Y4eOHOH M HPAaKTUYECKOMH
JESATEIbHOCTH; WMEET HAaBBIKA OLIEHUBAaHHUA COOCTBEHHBIX JIOCTHIKCHHUH; YMEET OINpeNeisTh
po0JIeMbl ¥ TOTPEOHOCTH B KOHKPETHOH 001acTi MpodecCHOHANbHOM AesITeTbHOCTH.

IToporoselii ypoBEHb:

IIOHMMAeT TEOPETUYECKOe COJEp)KaHue; MMeeT HpeICTaBiIeHHe o Mpobiemax, Mpoleccax,
SBJIGHUSX; 3HAKOM C TEPMHUHOJIOTHEH, CYIIHOCTbIO, XapaKTEPUCTHKAaMH H3Yy4aeMbIX SBJICHUMH;
JEMOHCTPUPYET IPAKTUYECKUE YMEHHs TIPUMEHEHMsI 3HAHUI B KOHKPETHBIX CHUTYyalUsaX
PO eCCUOHAIBHON JESTEIHHOCTH.

YpoBeHBb HUXKE TOPOTOBOrO:

UMEIOTCA MpoOeNnbl B 3HAHUSX OCHOBHOIO Y4€OHO-IIPOrpPaMMHOIO MaTepuana, CTYIEHT
JOMyCKaeT NPUHIHUIHAIbHbIE OMIMOKU B BBIMOJIHEHUH NPEyCMOTPEHHBIX TPOrpaMMO 3aaHuil, He
CHOCOOEH MPOJOKUTh OOY4YeHHE WIM MPUCTYHNUTh K NPOPECCHOHATBHOW MAESTENbHOCTH IO
OKOHYAaHUU By3a ©0€3 JIOTOJHUTENBHBIX 3aHATUH 10 COOTBETCTBYIOIIEH JAMCLUIUIMHE.

YpoBeHb [ITxana oneHUBaHUs AJIsI IPOMEKYTOUYHON [ITkana oueHUBaHUs
c(hOpMUPOBAHHOCTH aTTeCTaluu no bPC
KOMIIETEHIINU DK3aMeH 3auer
(muddepeHpoBaHHBIN
3a4er)
[loBbIIEHHBIN 5 (OTIMYHO) 3a4TEHO 90 — 100%
ba3oBbIit 4 (xoporto) 3a4TE€HO 76 — 89%
[loporossiii 3 (yIOBJIETBOPUTENHHO) 3a4TEHO 60 — 75%
Huxe noporosoro 2 (HeYZIOBJIETBOPUTENILHO)  |HE3aYTEHO Huxe 60%

Kputepuu onieHku 3HaHUM CTYACHTOB MO JUCHUIUINHE
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OneHKa ITokazarenu
3auTeHO Brianeeer HaBbIKaMK OpraHU3aliy HHPOPMAITMOHHOW 0€30MMacHOCTH Ha
KOMIIBIOTEPE
Hesaureno He BrajeeeT HaBbIKaMM OpraHU3aluU MH()OPMAIIMOHHON 0€30IacHOCTH Ha
KOMITbIOTEPE

8.3. Bonipocel, 3a1aHUA TEKYLIEr0 KOHTPOJIS

Monyib 1: OcHOBBI HHPOPMAITMOHHYIO 0€30MaCHOCTh

OIIK-2 crmocobHOCTh cOOMI01aTh B TPO(PECCHOHAIEHON IeATeTLHOCTH TPEOOBaHUSI TTPABOBBIX
aKTOB B O0OyacT HMH(OPMAIIMOHHOW O0E30MacHOCTH, 3alUTHl TOCYAAPCTBEHHOW TalHBI U WHOU
nH(OpMaLIUK OTPAHUYEHHOTO JOCTYIa, 00ecreynBaTh COOIII0ICHUE PEeXIMA CEKPETHOCTU

1. PackpoiiTe cyTh HOPMAaTHBHO-IIPABOBOTO aCHEKTa 3aluThl HHpopMarun. OxapakTepu3ynTe
CTPYKTYpY 3aKoHOJaTenbcTBa Poccru B 061acTu 3auThl HHGOPMALIUU.

2. [aiiTe omnpezelnenue rocyaapcTBeHHoM Taiine. [lepeunciure OCHOBHBIE CTaThbU B 3aKOHE O
roCyJ1apCTBEHHOM TalHE.

3. Haiite onpezeieHne NOHATUAM «aBTOPCKOE IIPaBO» U «KOMMepUecKas TaliHa». Y KaKUTE UX
OTIUYUTEbHBIE OocoOeHHOCTH. (OXxapakTepusyWTe CrmocoObl 3alUThl aBTOPCKUX TMpaB U
KOMMEPYECKOU TAHBI.

4. [Ilepeuncnure Bunbl KoHUAcHIMANbHOW uWHopMmanuu. IlpuBeaute mnpuUMeEps
KOH(HISHIINATHHON HH()OPMAINH U YKAKUTE CIIOCOOBI €€ 3aIUTHI.

5. Ilepeuncnute HOPMATUBHO-TIPABOBHIE JOKYMEHTBI, OPHUEHTHPOBAHHBIE Ha OOecHedeHue
nHbOpMAMOHHON Oe3omacHoCTH. OXapakTepu3yWTe HApPYLICHUs, TPEACTABICHHBIE B OJTHX
JOKYMEHTaxX U Mepy HaKa3aHMUsI.

Monyns 2: CoBpeMEHHBIE TEXHOJIOTHH WH(OPMAIIMOHHOH 0€3011acHOCTH

OIIK-1  cmocobHOCT,  paboTaTh C  pasNUYHBIMU  HCTOYHMKaMH  HH(opmanuu,
MH(GOPMAIIMOHHBIMHA PECYpPCaMU U TEXHOJIOTHUSMH, OCYIIECTBIISATH MOMCK, XpaHEHHE, 00paboTKy |
aHanu3 WHGOpPMAIMU W3 PAa3HBIX HMCTOYHUKOB M 0a3 JaHHBIX, MPEACTABIATH €€ B TpeOyemMom
dopmare ¢ HCIOIB30BaHHEM MH(POPMALMOHHBIX, KOMIBIOTEPHBIX U CETEBBIX TEXHOJOTHMA, BIAJCTh
CTaHJIAaPTHBIMU METOJAaMH KOMIIBIOTEPHOI0 Habopa TEKCTa U €ro peAakTUPOBAaHUS HA PYCCKOM H
MHOCTPAHHOM SI3bIKE

1. PackpoiiTe NOHSATHE «KOMIBIOTEPHBI BUpyc». llepeuncnanTe BUIAbI KOMIIBIOTEPHBIX
BUpycoB. [lpuBenuTe mpUMeEpHl, ONUIINTE CHOCOOBI WX MPOHHUKHOBEHUS U OCOOCHHOCTH
pa3pyLIUTENbHbBIX IEUCTBUI.

2. Ilepeuncnaure crnocoObl NPOHUKHOBEHHS] KOMIIBIOTEPHBIX BHUPYCOB Ha KOMIIBIOTED.
[TpuBeauTe MpUMeEpHI, OMUIITUTE OCOOEHHOCTH UX Pa3PYIIUTEIbHBIX ACHCTBUM.

3. PackpoiiTe CyTh TEXHOJIOTHSI aHTHBHPYCHOM 3alllUThl CETEBOro KoMmmblotepa. [Ipuseaure
MIpUMEPbl AHTUBUPYCHBIX MPUIIOKEHUHN U YKaXKUTE OCOOEHHOCTH X (PyHKIIMOHAIA.

4. OxapakTepu3yilTe BpeIOHOCHBIE MPOrpaMMbl U X BUbL. [lepednciure criocoosr 00pHOBI ¢
HUMH.

5. OxapakTepusyiiTe  MporpaMMHBIE CpEICTBA OTpaHWYeHUs jgoctyna B VIHTepHeT,
¢uibTpanuu MHGOPMAIMOHHBIX pecypcoB. Ha mpumepe OJHOrO NPUIIOKEHHUS PACKPOHTE €ro
(yHKIIMOHAJIbHBIE BOZMOXKHOCTH 110 OTPaHUYEHHIO 10cTymna B IHTepHeT.

OIIK-5 cnocoOHOCTE  CaMOCTOATENBHO  OCYIIECTBIISATH  MOMCK  MPO(ecCHOHANTBHOM
MH(OPMAaILIMY B IEYATHBIX U 3JIEKTPOHHBIX UCTOYHHMKAX, BKIIOUYAs 3JIEKTPOHHbIE 0a3bl TaHHBIX

1. VYkaxutre Buasl MouleHHH4YectBa B ceth HWurtepHer. [lepeunciaure crnocoObl
npotuBozaelicTBus WHTepHeT-MomeHHUKaM. OxapakTepu3yilTe MOBEJEHUE NPU BO3HUKHOBEHUU
yrpo3sl MTHTEpHET-MOIIEHHUKOB.

2. PackpoiiTe cyTh dI€KTpOHHOW mH(ppoBoN momamucu. OxapakTepu3yhWTe MpPaBOBOH H
TeXHW4Yeckuil acnekTel. Cdopmynupyiite pexKoMeHIaluu [UIs HCIOIb30BAaHUS DICKTPOHHOM
1 poBOI MOAMUCH.

3. Chopmynupyiite pekoMeHIAMu sl obecriedeHuss Oe30MacHOCTH B MPUIIOKEHUs X MS
Word u MS Excel. Onumure criocoOb! 3anutsel nHpopmanuu B b/l Ha nmpumepe MS Access.

4. PackpoiiTe cyTh uaeHTU(UKALNMA W ayTeHTU(PUKALUS TPH BXoJAe B WH(OOPMAIMOHHYIO
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cucremy. ChopmynupyiiTe peKOMEHIAIUH MO MCIIOIb30BAHHUIO MAPOJIEHBIX CXEM B KOMITbIOTEPHBIX
ceTsiX. YKaXHUTE HEAOCTATKH MapOIbHBIX CXEM.

5. Packpoiite TexHOJOTHIO (DYHKIMOHUpOBaHMA OpaHaMayspoB. OOBSICHUTE HACTPOHKY
OpaHaMayspa Ha IpUMepe KOHKPETHOTO IPHIIOKCHUSI.

8.4. Bonipochbl MpoMesKyTOCHOI aTTecTALMU

Bocbmoii cemectp (3auer, OIIK-1, OIIK-2, OIIK-5)

1. PackpoiiTe pa3iauuHble TMOAXOAbl K ONPEACNEHUI0 TOHATUA «UH(POPMAIMOHHAS
6e3onmacHocTby. [IpuBecTn mpuMepbl HapyIIeHUs MH(POPMALMOHHOW 0e30MacHOCTH B OBITY M Ha
MPEANPUITHH.

2. Ob6ocHyiiTe dTaMbl pa3BUTH HH(HOPMAIIMOHHON 0€301acHOCTH.

3. PackpoiiTe moHsATHE «3amuTa MHPOPMAIUN» U OOOCHYMTE OCHOBHBIE ACIEKTHI 3AIUTHI
uHpopMaLuu.

4. O60CHYITE OCHOBHBIE 33J1a4l CUCTEMbI HH(POPMAIIMOHHON O€30MaCHOCTH.

5. OxapakTepusyiTe MporpaMMHBIE CPEJICTBA OpraHU3aluy HH(PpOPMAIIMOHHON 6€30MacHOCTH
npu pabote Ha KoMmmbioTepe. Ha nmpumepe ogHOTrO MpUIIOKEHUS PAaCKpOWTe ero (pyHKIHOHAJIbHBIE
BO3MOKHOCTH 10 3aIUTe WH(POPMAIIHH.

6. OxapakTepu3yiTe MporpaMMHbIE CPEJICTBA OpraHU3aluu HH(POPMAIMOHHON 0e30MacHOCTH
B KOMIIBIOTEPHOH ceTH. Ha mpumepe OAHOTO NPHIIOKEHHUS pacKpoiTe ero (QpyHKIMOHAIbHBIE
BO3MOYXHOCTH TI0 3alUTe WH(DOPMALIHH.

7. OxapaKkTepu3yilTe ammaparHbIe CPEICTBA OpraHU3alnuy WH(POPMAIMOHHON 0€301acHOCTH
pu pabote Ha koMIibloTepe. [IpuBeanTe mpruMeps! anmnapaTHbIX CPEACTB 3alUThI HH(OPMALIUH.

8. VYkaxure OCHOBHBIC HAINpaBICHUS] OpraHU3alUMM HHOOPMALMOHHONW O€30I1aCHOCTH.
Chopmynupyiite pekOMEHIAUMU 7S OpraHu3alnuyd MHGOPMAIMOHHON Oe3omacHOoCTH mpu paboTe
Ha [1K nms coTpyaHKOB 00pa30BaTEIbHOTO YUPEIKICHUS.

9. PackpoiiTe noHsTrue «cereBble aTaku». [IpuBenutre mpuMepbl CETEBBIX aTak. Y KaKUTe
CTIIOCO0OBl HECAaHKIMOHUPOBAHHOTO TPOHUKHOBEHHS HA CETEBOW KOMITBIOTED W OXapaKTepH3yHTe
IIyTH IPOTUBOACHCTBUS UM.

10. Packpoiite nonstue «uH(pOpMalMOHHAs Yrpo3a» ¢ MO3ULHUH IMpoOieMbl OOecreueHus
uHpopmanoHHon Oe3omacHocTu. OxapakTepusyiTe BuAbl yrpo3. [IpuBeaute mnpumepsl yrpos
Pa3IMYHbIX BUJIOB.

11. PackpoiiTe = CyThb HOPMAaTHBHO-IIPABOBOTO  acleKTa  3aIlIUThl  HHQOPMAIIUH.
OxapakTepu3yiTe CTpyKTypy 3aKoHO1aTenbcTBa Poccuun B o6mactu 3amuTsl HHDOpMaIuu.

12. JlaiiTe onpeneneHne rocyJapcTBEHHOM TaiiHe. [lepeuncnnure OCHOBHBIE CTaTbU B 3aKOHE O
roCyZapCTBEHHOM TalHe.

13. JlaiiTe onpenencHue MOHATUAM «aBTOPCKOE IIPABO» U «KOMMEpPYECKas TailHa». YKaXuTe
WX OTIWYHUTENIbHBIE 0COOEHHOCTH. OXxapakTepusyhTe CIOCOObI 3allUThl ABTOPCKUX TMpPaB H
KOMMEPYECKOU TAHBI.

14. Ilepeuncnaure BuAbl KoH(uAeHUManbHOH uHopmauuu. IlpuBeautre npuMepsl
KOH(HIEHIIMATbHON HH()OPMAIIUK U YKAKUTE CIIOCOOBI €€ 3alUThI.

15. Ilepeuncnure HOPMATHUBHO-IIPABOBHIE JOKYMEHTBI, OPUEHTHPOBAHHbIE Ha OOecredeHue
uHpOopMallMOHHON Oe3omacHoCTH. OXapakTepu3yWTe HapyIIeHUs, MpEICTaBIeHHbIE B 3THX
JOKYMEHTaX U Mepy HaKa3zaHusl.

16. OxapakTepu3yiiTe OpraHu3allMOHHbIE Mepbl 3alUThl HHpopMaruu. OG0CHYHTE OCHOBHBIE
OpraHU3aIMOHHBIE MEPONIPUATHS HHPOPMAITMOHHON O€30MaCHOCTH.

17. OxapakTepu3yiTe TEXHOJOTHUECKUE Mepbl HHPOPMALMOHHOM 6e3omacHocTu. O60CHYITE
KJIaCCU(UKALIMIO CPEJICTB TEXHOJIOTHUECKOH 3aIUThl HHPOPMAaIIIH.

18. OxapakrepusyiiTe anmapaTHble CpeCTBa 3aIIUTHl MHYOPMAINH, YKa)KUTE OCHOBAHHUS IS
ux knaccupukanmu. [IpuBenure npuMepsl anmapaTHBIX CPEICTB 3aLIUTHl HHPOPMAIIH.

19. Onummre cyTh IpOrpaMMHON 3amuThl HHPopManuu. [lepeuncinte OCHOBHBIE CpPEACTBa
MpOrpaMMHOM 3amuThl HHpOpManuu, oOOCHYHTe uX Kiaccudukamuio. Ha mnpumepe omaHoro
MPUIIOKEHUS PACKPOUTE ero (yHKIIMOHAbHBIE BO3MOXKHOCTH 11O 3aIIUTe HH(pOpMaIuu.
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20. IlepeuucnuTe aHTUBUPYCHBIE NpPOrpaMMHBIE cpelacTBa. Ha mnpumepe KOHKpPETHOTO
TIPUITOKEHUS MPOJAEMOHCTPUPYITE HAaCTPOMKY 0€30MacHOCTH.

21. PackpoiiTe TOHSTHE «KOMIBIOTEpHBIM BHpyC». llepeuncinTe BUABI KOMIBIOTEPHBIX
BUpycoB. IlpuBeaure mnpuMephl, OMUIIATE CIHOCOOBI WX MPOHHUKHOBEHUS U OCOOEHHOCTH
pa3pyLIUTEIbHBIX JCHCTBUH.

22. llepeuncnure crmocoObl MPOHUKHOBEHUS KOMIIBIOTEPHBIX BHPYCOB Ha KOMIIBIOTEP.
[IpuBeauTe mpuMepsl, OMUIIUTE OCOOEHHOCTH UX Pa3pyLIUTENbHbBIX JEHCTBHIA.

23. PackpoiiTe CyTh TEXHOJOI'MSI aHTUBUPYCHOM 3alllUTHI CETEBOIO KoMIibtotepa. [IpuBeaure
MIPUMEPBI AHTUBUPYCHBIX MPUIIOKEHUHN U YKaXUTE 0COOEHHOCTU UX (PYHKIIMOHAJIA.

24. OxapakTepu3yiTe BpeIOHOCHbBIE TPOrpaMMBbI U UX BHJBL. [lepeunciuTe crocoObl 60pbObI
C HUMH.

25. OxapakrepusyiTe  NporpaMMHBIE CpPEICTBAa OrpaHUYEHHMs JocTyna B IHTepHer,
bunbTpanuu MHGOPMAIMOHHBIX pecypcoB. Ha mpumepe OIHOro NpUIOKEHHUS pPACKpOMTEe ero
(GyHKIMOHATBHBIE BO3MOXKHOCTH IO OTPAHUYEHUIO J0ocTyna B IHTepHeT.

26. VYkaxure BHABl MolIeHHMYecTBa B ceth MHrepHer. Ilepeuncnure crmocoObl
npotuBozeiicTBusl MHTepHET-MomeHHUKaM. OxapakTepu3yWTe IOBEJEHUE NPU BO3HUKHOBEHUU
yrpo3sl UHTEpHET-MOIIEHHUKOB.

27. PackpoiiTe menu u 3a1ad Kpunrorpadun Kak HaydHou obOnactu. [lepeuncinre oCHOBHBIC
HAIpPaBIIEHUS UCTIOJIb30BAaHUS KPUNTOIPahUUECKUX METO/IOB.

28. OxapakTepu3ylTe  COBpEMEHHbIE Kpunrocucrembl. IIpogemoHcTpupyiite Moaenu
CUMMETPUYHBIX U aCHMMETPUYHBIX KpUNTOocucTeM. [IprBenuTe npuMepsi.

29. OxapakrepuzyiiTe MeTOoAbl KpHnTorpaduueckoro 3akpbiTus uH(popManuu. OnumuTe
CYTh CTOMKOCTH METOJa U TPYAOEMKOCTH METOJa.

30. OxapakTepu3yiTe COBpPEMEHHbIE CITIOCOOBI MIU(PPOBAHMS TAHHBIX.

31. Oxapaktepusyiite porpaMMHbIe cpeiacTBa ImudpoBaHUsS JaHHBIX. Packpoiite
TEXHOJIOTHIO MU (POBAHMS HA TIPUMEPE KOHKPETHOTO MPHITIOKEHHS.

32. PackpoiiTe 0COOEHHOCTh MapOJbHOM 3alUTHl MHPOpPMAMH. YKaXHUTE€ JOCTOMHCTBA U
HEJO0CTaTKU MapoJibHOM 3amuThl UH@OpManuu. Ha3oBure mpumMepsl NporpaMMHBIX CPEICTB IS
CO3/IaHUA U XpaHEHHUs Mapoeil.

33. PackpoiiTe CcyTh 3JE€KTpOHHON mHU(ppoBor mnoamnucu. OxapakTepu3yuTe MPaBOBOU U
TexHuueckuil acnekThl. ChopMynupydTe pEeKOMEHIAlWW [JIs HCIOJIb30BAHUS AJICKTPOHHOU
u(poBOI MOAMUCH.

34. Chopmynupyiite pekoMeHAaUuu sl obecrieueHus: 0€30MacHOCTH B MPHIOKEHUSIX MS
Word u MS Excel. Onumute criocoOs1 3anutel ungopmanuu B b1 Ha npumepe MS Access.

35. Packpoiite cyTh MACHTUGUKAIMS M ayTeHTU(UKALMSA MPU BXOAE B MH(YOPMAIIMOHHYIO
cucremy. ChopmMynupyiTe peKOMEHIalluU 10 UCIIOIb30BAaHHUIO MTAPOJIBHBIX CXEM B KOMIIBIOTEPHBIX
CEeTSIX. YKaXHUTE HEJJOCTATKN NapOJIbHBIX CXEM.

36. Packpoiite TexHONOrHI0 (QYHKIMOHUPOBAaHUA OpaHaMayspoB. OOBSICHUTE HACTPOUKY
OpaHaMayspa Ha IpUMepe KOHKPETHOTO MPUIIOKEHHUS.

8.5. Meroauyeckue MarTepuajibl, ONpeAeIsioOlMe NPOUeAypPbl OLEHUBAHUS 3HAHMIM,
YMEHHH, HABBIKOB M (MJIH) ONbITA AeATEJbHOCTH, XapAKTEPU3YIOIIUX 3Tanbl (JOPMHUPOBAHHUS
KOMIIeTeHI U

3ayeT Mo3BOJISIET OLEHUTh C(HOPMUPOBAHHOCTh KOMIETEHIUH, TEOPETUUECKYIO MOJTOTOBKY
CTY/IeHTa, €ro CHOCOOHOCTb K TBOPUYECKOMY MBIIUIEHUIO, TOTOBHOCTh K IPAKTHYECKOH
JESITeIbHOCTH, MPUOOPETEHHBIE HABBIKM CAMOCTOSATEIbHOW pabOThl, YMEHHE CHUHTE3UpOBATh
IIOJIy4YE€HHBIE 3HAHUS U IPUMEHATDH UX NIPU PELICHUH ITPAKTUUYECKUX 3aad.

[Tpu OGaymIbHO-PEUTHHIOBOM KOHTpOJIE 3HAHUWM HUTOTOBasi OLEHKA BBICTABIISIETCA C YYETOM
HaOpaHHOI cyMMBbI 6alIOB.

CobecenoBanue (YCTHBIN OTBET) Ha 3a4eTe

Jns oneHkd c(HOPMUPOBAHHOCTH KOMIIETEHIIMU TOCPEACTBOM coleceloBaHus (YCTHOTO
OTBETA) CTYJIEHTY MPEIBAPUTEIBHO MpeIaraeTcsi NepeueHb BOIMPOCOB MIM KOMIUIEKCHBIX 3aJaHHM,
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MPEIOJIaraloInX YMEHHE OPHEHTHUPOBATHCS B TpoOiieMe, 3HAHWE TEOPETHYECKOro MaTepuarna,
YMEHUS MPUMEHSITh €r0 B MPAKTUIECKON MPo(PeCCHOHAILHOM e TENHHOCTH, BIIaJICHUE HaBbIKAMHU U
MPUEMaMHU BBITIONTHEHUS MPAKTHYECKUX 3a/IaHUN.

[Ipu oreHKe JOCTHKEHUI CTYACHTOB HEOOX0IMMO oOpariaTh 0co000€ BHUMaHUE Ha!

— YCBOEHHE MPOTPAMMHOT0 MaTepuana;

— YMEHHE U3JIaraTh MPOrpaMMHBIA MaTepHal HAYYHBIM SI3bIKOM

— YMEHUE CBSI3BIBATh TCOPHIO C MPAKTUKOM;

— YMEHHE OTBEYaTh Ha BUJIOM3MEHEHHOE 3aaHUE;

— BJIaJICHHC HABBIKAMU MMOWCKA, CHCTEMAaTU3allud HEOOXOAUMBIX HUCTOUYHUKOB JINTEPATYPHI 110
n3y4aeMoi nmpooiieme;

— yMeHHEe 00OCHOBBIBATh MPUHSTHIC PEIICHUS;

— BJIAJICHUE HAaBbIKAMU W NTPUEMaMH BBITIOJTHCHUS TIPAKTUYCCKUX 3aJaHUM;

— YMEHHUE TOJKPEIUISATh OTBET WLUTFOCTPATUBHBIM MATEPUATIOM.

TecTrl

[Ipu ompenencHuu ypOBHS JOCTHKCHHHA CTYJEHTOB C IIOMOINBIO TECTOBOIO KOHTPOJIS
HEeo0X0ouMO oOpaiaTth 0co00e BHUMAaHKE Ha CIEAYoIIee:

— OLIGHWBAETCS TIOJTHOCTHIO MTPABUIIBHBIN OTBET;

— IIperno/iaBaTesieM J0JKHA OBITh OIpeiesieHa MaKCUMalIbHas OIICHKA 3a TeCT, BKIIFOYAFOIIHI

OTIpEICTICHHOE KOJIMYECTBO BOIIPOCOB;

— IIpero/iaBaTesieM MOXKET OBITh Ompe/iejicHa MaKCUMaJIbHAsI OLIEHKA 3a OJIMH BOIIPOC TECTA;

— 1O BOMpOCaM, MPEIyCMATPUBAIONIAM MHOXECTBCHHBIH BBIOOpP TMPAaBHIBHBIX OTBETOB,
OIICHKA OMPEIEIAETCs NCXO0I U3 MAaKCUMAJIbHON OIICHKHU 3a OJIMH BOTIPOC TECTa.

KonTekcTHast ydeOHas 3amada, MpoOJieMHAs CUTYyalHs, CHTYal[MOHHAs 3a7ada, KeWCcoBOE
3aJaHue

[Ipu ompeneneHun ypoBHS JOCTHXKCHHU CTYICHTOB IPHU PEHICHUH YYCOHBIX MPAKTHUYECKUX
3a/1a4 He0OX0AUMO 0OpalaTh 0c000€ BHUMaHKE Ha CIEAYIOIIEe:

— CmocOOHOCTh ONpPENeNsITh W TMPHHUMATH IEIH YYeOHOW 3aJaud, CaMOCTOSTEIBHO H
TBOPUYECKHU TJIAHUPOBATH €€ PELICHUE KaK B THITMYHOM, TaK U B HECTAHJIAPTHOMN CUTYAIIHH;

— CHCTEMAaTU3UPOBAHHBIC, TTYOOKHE U MOJIHBIC 3HAHMSI 110 BCEM pa3JieiaM MPOrpaMMEI;

— TOYHOE HMCIOJIb30BaHHWE HAYYHOW TEPMHUHOJOTHH, CTUIMCTUYECKH T'PAMOTHOE, JTOTUYECKH
MIPABIJIBHOE M3JI0KCHHUE OTBETA HA BOTIPOCHI U 33/ 1aHHUS,

— BIIQJICHHME HWHCTpyMEHTapueM Yy4eOHON [UCIUIUIMHBI, yMeHHe ero 3(PQeKTUBHO
HCIIOJIb30BaTh B TIOCTAHOBKE U PEIICHUH YUCOHBIX 3a/1a4;

— IPaMOTHOE HCIIOJIb30BAaHUE OCHOBHOM U JIOTIONHUTEIHHON JIUTEPATYPHI;

— YMEHHE WCIIOJIb30BaTh COBPEMEHHBIC WH()OPMAIMOHHBIC TEXHOJOTHH IS PEIICHUS
y4eOHBIX 3a7a4, UCIIOIb30BaTh HAYYHbIE TOCTHKEHUS APYTUX AUCLIUIUINH,

— TBOpYECKas caMoOCTOsTeNbHAs paboTa HAa MPAKTUYCCKUX, J1a0OpAaTOPHBIX 3aHATHSX,
aKTUBHOE y4acTHE B TPYMIIOBBIX 00CYXIEHUSAX, BBICOKUN YPOBEHb KYJIbTYPbl UCIIOTHEHUS 3aJaHUl.

9. [lepeyeHb OCHOBHOI M 10NIOJHUTEJILHOM y4eOHOM JIUTEPATyphI

OcHoBHasi InTEepaTypa

1. Apremos, A. B. Uudopmarinonnas 6e€30macHOCTh [DIEKTPOHHBINA pecypc| : Kype JEKIui /
A. B. ApremoB ; MexpernonaiabHas Akagemust 0e3omacHocTd M BeDkuBaHUsA. — Open : MABUB,
2014. — 257 c¢. — Pexum pocryma : http://biblioclub.ru/index.php?page=book&id=428605
2. 3arunaitnos, lO. H. Teopus wuHpOopManroHHONH O€30MACHOCTH W METOJOJIOTHS 3aIlUThI
uHpopmanuu [IaeKTpoHHBIA pecype] : yueOHoe mocobue / FO. H. 3arunaiinos. — M. ; bepaun :
Hupekt-Menua, 2015. - 253 C. - Pexum JIocTyna
http://biblioclub.ru/index.php?page=book&id=276557

3. Hectepos, C. A. OcHoBbl HHGOPMAIIMOHHONW O€30MaCHOCTH [DJIEKTPOHHBIN pecypc| :
yuebnoe mocobue / C. A. HecrepoB ; MuHuctepcTBO 00pazoBaHus M Hayku Poccuiickoii
®enepaunn, Cankt-IleTepOyprekuil rocynapcTBeHHbIN nonutexHuueckuid yausepcurer. — CIIO. :
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W3narensctBo IlonutexHnyeckoro yHuBepcutera, 2014. — 322 c. — Pexum pocrtymna
http://biblioclub.ru/index.php?page=book&id=363040

4. TIIpoxopoBa, O. B. MHWadopmanunonHas Oe30macHOCT U 3amuTa HHDOpMaHH
[DnexTponnsbIit pecypc] : yueonuk / O. B. IIpoxopoBa. — Camapa : Camapckuii TocyaapCTBEHHBIH

apXUTEKTYpHO-CTPOUTENbHBIN  yHHMBepcutTeT, 2014. — 113 c¢. — Pexum pgocryna
http://biblioclub.ru/index.php?page=book&id=438331

JonosHUTeIbLHAS JUTEpPaTypa

1. Corues, 0. H. OcHoBBI HHGOpMaIMOHHOH Oe30macHOCTH. YueOH [ DIeKTPOHHBIN pecypc] :
npaktuueckoe mocodue / FO. H. Cerues. - M.: EBpa3sutickuit oTkpbIThIi nHCTHTYT, 2010. - 328 C. -
978-5-374-00381-9. Pexxum noctyma : http://biblioclub.ru/index.php?page=book&id=90790.

2. Konctutynus Poccuiickoit denepanum.

3. @3 PD «O6 unpopmaruu, ”HGOPMATU3ALUH U 3aIIUTE HHOOPMAITII.

4. @3 PO "O nepcoHanbHbIX JaHHBIX"

5. @3 PD «O 6e301acHOCTH.

6. @3 PO «O rocygapcCTBEHHOM TaliHE».

10. Ilepevenn pecypcoB HHGOPMAIHOHHO-TEIEKOMMYHHKAIMOHHOI ceTH «AHTepHEeT»

1. http://www.securrity.ru - SecuRRity.Ru — «MupopmarronHas 6€30MacHOCTb
KOMITBIOTEPHBIX CHCTEM H 3alUTa KOHPHICHIHAIBHBIX JaHHBIX)

2. http://all-ib.ru - Uadopmarronnas 6€30macHOCTh. 3anura HHHOPMAITUH

3. http://www.securitylab.ru - Security Lab by Positive Technologies [3nekrponssiii pecypc] .
— URL: http://www.securitylab.ru

11. Meroanyeckue yKazaHHus 00y4aIOIIMMCS 110 OCBOCHHMIO U CHHMILINHBI (MOLYJI51)

ITpu ocBoeHMH MaTepHaa JUCUUIUITMHBI HEO0X0AUMO:

— CIUIAHUPOBATH U PACIPENEIUTH BpEeMs, HEOOXOUMOE JJIs U3YUYEHHUS JUCLIUIUINHBI,

— KOHKPETU3HPOBATh AJIs ce0sl IJIaH N3y4eHUs] MaTepuana;

— O3HaKOMHTBHCSI C 00BEMOM U XapaKTEPOM BHEAYIUTOPHON CAMOCTOSITEILHON paObOTHI IJIst
IIOJIHOLICHHOT'O OCBOEHUS KaX 101 U3 TEM JUCLUIUINHBI.

CueHnapuii u3ydyeHus Kypca:

— npopaboTaiTe KKy TeMy I10 peAIaracMoMy HUKe aJITOPUTMY JeHCTBUM;

— U3Yy4UB BECh MaTepUaJl, BHIITOJIHUTE UTOTOBBII TECT, KOTOPBIN IPOAEMOHCTPUPYET
TOTOBHOCTB K Cjaue 3a4eTa.

Anroput™m paboThl HaJl KaXKIOW TEMOM:

— WM3Y4YUTE COACPKAHKUE TEMbI BHAUAJIE 10 JIEKIIMIOHHOMY MaTepHaiy, a 3aTeM 10 IpyruM
HCTOYHUKAM;

— IIPOYUTANTE JTONOJHUTEIBHYIO JINTEPATYPY U3 CIUCKA, PEAJIOKEHHOTO IIPENOIaBaTENEM;

— BBINUILIUTE B TETPa/ib OCHOBHBIE KATETOPUU U MIEPCOHATINH 110 TEME, UCTIOIIb3YS
JIEKIIMOHHBIN MaTepual WK CI0BapH, YTO HOMOXKET ObICTPO MOBTOPUTH MaTepHall IPU MOATOTOBKE
K 3a4erTy;

— COCTaBbTE KPATKUH IUIaH OTBETA MO KaX10MY BOIIPOCY, BBIHOCUMOMY Ha 00CYX/I€HUE Ha
1a00paTOPHOM 3aHITHH;

— BBIYYUTE OIIPENEIEHUS TEPMUHOB, OTHOCAILIUXCS K TEME;

— IpOAYMaNTe MPUMEPHI U MIUTFOCTPALIMU K OTBETY 10 U3y4aeMOU TEME;

— HoA0epuUTe IUTATHI YUEHbBIX, OOLIECTBEHHbIX JesATeNIed, MyOIUILIUCTOB, YMECTHBIE C TOUKH
3peHHst 00Cyx1aeMoi mpoOIeMbl;

— IPOAYMBIBaITe BHICKA3bIBAHUS IO TEMaM, MPEAJIOKEHHBIM K JIA0OpaTOPHOMY 3aHSTHIO.
PexomeHganmu o paboTe ¢ IUTepaTypoi:

— O3HAaKOMbTECH C aHHOTAIIUSIMU K PEKOMEHI0BAaHHOW JIUTEpaType U OMPEeNINTE OCHOBHOM
METO/]I U3JI0’KEHUS MaTepraa TOro UJM HTHOTO UCTOYHUKA;

— COCTaBbTE COOCTBEHHBIE aHHOTALIMHU K JPYTUM UCTOYHUKAM Ha KapTOYKaX, YTO TTIOMOXKET
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IIpU MOATOTOBKE pedepaTroB, TEKCTOB peyeil, Mpy MOArOTOBKE K 3a4eTy;
— BBIOEpUTE T€ UCTOYHHUKH, KOTOPbIE HanboIee MOAXOIAT JUIsl U3Y4YEHUs] KOHKPETHOM TEMBI.

12. Ilepeyenb HHGOPMAUMOHHBIX TEXHOJIOTHH

Peanuzanuss yueOHOW mporpaMMbl OOECTIEYMBACTCS JOCTYIIOM KaXIOTO CTYACHTa K
MH(OPMALIMOHHBIM pecypcaM — JJIEKTPOHHOM OuOiImoreke U cereBbM pecypcam Hutepuer. s
ucnons3oBanuss WMKT B ydeOHOM mpollecce HCIOJB3YeTCs MPOTrpaMMHOE OOecreueHue,
MO3BOJISIIOIIEE OCYIIECTBIISITH IOMCK, XPAHEHHE, CHCTEMAaTU3alMI0, AHAIU3 U IPE3EHTAIUI0
uH(popManuY, KCIOpT WH(POpMANUKM HAa NU(POBBIE HOCHTEIH, OPTaHU3AIHUI0 B3aUMOJCUCTBHS B
peabHOM M BUPTYaIbHOW 00pa30oBaTEIbLHON Cpee.

WuauBuayaibHbIE pe3yabTaThl OCBOCHHUS JUCIUIUIMHBI CTYJACHTaMU (DUKCUPYIOTCS B
ANIEKTPOHHON NHPOPMAITMOHHO-00Pa30BaATEIbHON Cpe/le YHUBEPCUTETA.

12.1 IlepeyeHb MPOrPaMMHOI0 o0ecneveHmst
1. Microsoft Windows 7 Pro

2. Microsoft Office Professional Plus 2010

3. 1C: Yuugsepcuter [IPOD

12.2 Ilepevyenb MHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM

(oOHOBJIEHUE BBINOJIHSETCS esKeHe1eJIbHO)

1. Uadopmannonno-mnpasosas cucrema «I'”APAHT» (http://www.garant.ru)

2. CnipaBounas npaBoBas cucrema «Koncynprantl Loy ( http://www.consultant.ru)

12.3 [lepevyeHb cOBpeMeHHBIX NPO(eCcCHOHAILHBIX 0a3 TaHHBIX

1. Ipodeccuonanpuas 6a3a naHHbIX «OTKPBITBIE JaHHBIE MUHHCTEPCTBA 00pPa30BaHUS M HAYKH
P®» (http://xn----8sblcdzzacvuc0jbg.xn--80abucjiibhv9a.xn--plai/opendata/)

2. DnextpoHHas 6ubnuoTeuHas cucreMa Znanium.com( http://znanium.com/)

3. Enunoe okHO noctyma k oOpazoBaTenbHbIM pecypcam (http://window.edu.ru

13. MaTepuajbHO-TeXHHYECKOe o0ecneyeHne JUCIHIINHBI

s mpoBeneHUsT ayAMTOPHBIX 3aHATHH HEOOXOJUM CTaHJApTHBIM HA0Op CHelHaTu3UPOBAHHON
yueOHOU wmebenu u y4dyeOHOro oO0OpyIOBaHHUS, a TaKkKe MYIbTUMEAHIHOE O000pyJIOBaHHE I
JEMOHCTpAllUM TpEe3eHTauil Ha JeKuusax. Jlias npoBeneHUs NpakTHUECKUX 3aHITHH, a Takke
OpraHu3all CaMOCTOSITEIbHOH pPa0OTHl CTYJEHTOB HEOOXOAMM KOMIBIOTEPHBIN Kiacc ¢ pabounMu
MecTaMH, 00ecreunBaoMMH BbIX01 B IHTEepHeT.

WunuBuayanbHble  pe3yibTaThl  OCBOEHHMS  JUCHMIUIMHBI  CTyJEHTaMU (UKCUPYIOTCA B
3JIEKTPOHHOU MH(POPMAITMOHHO-00pa30BaTEIBHOM Cpeie YHUBEPCHUTETA.

VYuyebHast ayauTopus Ui HPOBEJIEHHs JIEKIHMOHHBIX 3aHATHH, MPaKTHMYECKHX (CEMHUHApPCKUX)
3aHATHIA.

Komnerotepnsiit knace (Nelll).

[TomenieHne YKOMIUIEKTOBAHO CHELUAIM3UPOBAHHOW yueOHOW MeOenbl0 M TEXHUYECKUMHU
CpeAcTBaMHU O0Y4EHHSI.

OcHoBHOE 000pyI0BaHUE:

HaGopel  1eMOHCTpanMOHHOTO  00OpYIOBaHMSA:  aBTOMATU3MPOBAaHHOE  paboyee  MeCTO
MpenoiaBaTeNis B COCTaBe (CHCTEMHBIH OJIOK, MOHHMTOpP, (DUIBTP, MBIIIb, KJIaBHATypa, BeO Kamepa,
JOKYMEHT KaMepa, aKyCTHUYeCKasi CUCTEMa), TPOEKTOp, MHTEPAaKTUBHAs TOCKA.

ABTOMaTH3MpPOBaHHbIE paboyme MecTa B cocTaBe (KoMmbioTepsl — 13 mrtyk), maraurona JVC RD-
EZ16, MarauTHO-MapKepHas JocCKa.

YyeOHO-HArISIAHBIE TTOCOOUS:

[TpezenTanyu, yueOHbIE MIIAKATHI.

[Tomermienue 1t camocToATeNbHOM padoThl, Ne 114
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[ToMenieHne YKOMIUIEKTOBAHO CHEIMATM3UPOBAHHON Yy4eOHON MeOenbl0 U TEeXHUYECKUMH
cpelncTBamMu OOydeHHSI.

OcHoBHOE 000pyIOBaHUE:!

ABTOMAaTH3UpOBaHHOE pabouee MECTO B COCTaBe (CHUCTEMHBIA OJIOK, MOHUTOD, (DHIIBTP, MBIIIb,
KJIaBHaTypa, BeO KaMepa) ¢ BO3MOXKHOCTBIO MOAKIIOUEHHS K ceTu «MHTepHeT» U o0ecriedeHrneM J0CTymna
B AJIEKTPOHHYIO HH(OPMALIMOHHO-00pa30BaTENIbHYIO Cpely YHUBEpcUuTeTa; TeneBuszop LG.

Y4eOHO-HarIAIHbIe TTOCOOUS:

[IpesenTanuu, yueOHbIE TUIAKATHI.

[Tomerienue 17151 CaMOCTOSITENILHOM paOOTHI.

UwuTansHBIA 32l 2IEKTPOHHBIX pecypcoB, Nel016

[TomemeHne YKOMIUIEKTOBAHO CHEIUAIM3UPOBAHHONW yueOHOW MeOenbl0 M TEeXHHUYECKUMHU
CpeAcTBaMU O0Y4EHHUSI.

OcHoBHOE 000pyIOBaHuE:

KommbloTepHasi TEXHUKA ¢ BO3MOXKHOCTBIO MOJKIIIOUeHUsS! K cetn «HTepHEeT» U obecreueHneM
JocTyna B AIEKTPOHHYIO nH(OPMaLIMOHHO-00pa30BaTEIbHYIO cpeny YHHUBEpPCUTETA
aBTOMATHU3WPOBaHHBIC paboune Mecta (KoMIboTep — 12 mTyK).

MynbTUMETUIHHBINA TPOSKTOP, MHOTO() YHKITMOHAILHOE YCTPOMCTBO, IPUHTED.

Y4eOHO-HarIAIHbIE TIOCOOUS:

[IpeseHTanuu, HNEKTPOHHBIE TUCKH C YYCOHBIMU M Y4€OHO-METOANUECKUMHU MTOCOOUSIMHU.

[Tomerienue Ju1st cCaMOCTOSTENbHOM paboThI.

Yuraneueii 3a1, Ne 101

[ToMemieHne YKOMIUIEKTOBAHO CHELMAIM3UPOBAHHON y4eOHON MeOenbl0o U TEXHUYECKHUMHU
CpeaCTBaMH O0y4YEeHHUSI.

OcHoBHOE 000py10BaHUE:!

KommproTepHas TEXHHKAa ¢ BO3MOKHOCTBIO MOJKIIOUYEHUS K ceTu «MHTepHeT» u obecrneueHneM
J0CTyIa B 3JIEKTPOHHYIO MH(POPMaLMOHHO-00pa30BaTEIbHYIO cpeny YHUBEpCUTETA:
aBTOMAaTHU3MpOBaHHbIE paboune mecta (komnbioTep — 10 mTyK).

[TpoexTop ¢ 3KpaHOM, MHOTO()YHKIIMOHAJILHOE YCTPOMCTBO, IPUHTED.

Y4eOHO-HarIIIHbIE TIOCOOUS:

VY4eOHUKH U yueOHO-METOIMUeCcKre oco0us, MepHOAMYECKUe U3/1aHus, CIIPpaBOYHAs JIUTEpaTypa,
CTEH/IbI C TEMAaTHYECKIMH BBICTaBKAMHU.
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